Colorado Air National Guard
Traditional

Position Announcement S

COANG 25-004
https://coarng.joint.afpims.mil/Jobs/Air-Traditional/

POSITION TITLE: AFSC: OPEN DATE: CLOSE DATE:
Cyber System Operations 1D771Q 24-Jan-25 23-Feb-25
UNIT OF ACTIVITY/DUTY LOCATION: GRADE REQUIREMENT:
233 Space Communications Sauadron Minimum: E5 Maximum: E6
Greeley ANG Station, CO 80631 ) )
SELECTING SUPERVISOR: VACANCY PHYSICAL PROFILE: (Officer N/A)
MSgt Dane Wetterer, DSN 259-5023 107944834 PULHES — 333232 X Factor— G ASVAB - M: 45, E: 60
AREAS OF CONSIDERATION
/ Traditional Nationwide (Military eligible for membership in the COANG)
/ Current COANG members Commissioning Opportunity
v/ |[Entisted Officer

*All applicants MUST meet the grade requirement and physical/medical requirements outlined*

DUTIES AND RESPONSIBILITIES

DUTIES and RESPONSIBILITIES:

See DAFECD for duties associated with the AFSC.

This position is located at Greeley Air National Guard Station, Greeley, CO. Its purpose is to support the 233d Space Group's mission sets through
expert defensive cyber knowledge, skills and abilities. The selectee will assess, detect, and mitigate vulnerabilities to an array of specialized weapon
systems. The selectee will have experience in project and/or program management for a squadron-sized entity having participated in or led
conception, planning, and all other phases of project design and accomplishment.

Specific Duties:
a. Maintain high state of readiness at all times for self and assigned personnel.

b. Assist the Flight Chief with administrative functions and assigned programs, including overseeing member travel, managing schedules, and
coordinating training.

c. Utilize knowledge of cyberspace terrain to incorporate protective measures, awareness, and training for early missile warning assets, personnel
and architecture.

d. Monitor enlisted force development to include: PME requirements, promotion eligibility, AFSC training and formal schools; submit promotion
recommendations through chain of command.

e. Promote health and welfare of personnel and report on issues affecting morale, quality of life, workloads and duty performance.
f. Provide support and supervision of multiple assigned Total Force personnel.
g. Produce timely and accurate Enlisted Performance Briefs and Airman Comprehensive Assessments for assigned personnel.

h. Oversee task and training activities for all subordinates, including the planning and coordination of cyber exercises, conferences, and mobile
training teams.

i. Provide technical advice, coaching, career counseling, and mentorship to subordinate personnel.

j. Lead small teams to conduct vulnerability assessments, provide recommendations for mitigation measures, and draft reports for military leaders.
k. Perform additional duties as assigned.

|. Failure to meet above expectations will be cause for removal and/or demotion.

m. Short Notice for Domestic Operational Missions: As a condition of employment, incumbent may be recalled to support Domestic Operations with
little notice.

n. Willingness and availability to attend special training away from home station, including OCONUS.




DUTIES and RESPONSIBILITIES (Cont’d):

Preferred Experience:

- Leadership position in military-related advocacy group such as junior enlisted council, rising six or
similar organization.

- Most qualified applicants will have experience with integrated tactical warning/attack assessment
operations experience and qualifications.

SPECIALTY QUALIFICATIONS:

- Applicant must hold a minimum SECRET clearance.

- Applicant must hold or be able to obtain SEI 264, Information Assurance Technical Level 2 within
one year of selection.

- Applicant will have advanced knowledge of cyber exercise types and objectives.

APPLICATION PROCEDURES

Interested applicants who meet the eligibility criteria listed in this announcement may apply by submitting the below listed documents to the
location below. Complete applications must be received no later than 2359 on or before the closing date.

*#*Selecting officials have the right to hold package review boards prior to in-person interviews***
Incomplete packages will not be considered for the position vacancy

1. Cover Letter identifying the position you are applying for.

2. Civilian or Military Resume.

3. CURRENT (w/in 90 days) Records Review RIP (available on vMPF via AF Portal).
4. CURRENT Points Credit Summary (available on vMPF via AF Portal).

5. CURRENT and PASSING Report of Individual Fitness (from myFitness)

6. Additional requirements: ~+p_EASE COMBINE ALL APPLICATION DOCUMENTS INTO ONE PDF PORTFOLIO***

Add any other documentation you want provided.

**SUBMIT ELECTRONIC ONLY**

QUESTIONS?

If you have any questions on package submission you may contact 720-847-9446/DSN 847-9446 or email to the below email addresses. If you
have any position related questions please contact the selecting supervisor.

SUBMIT APPLICATIONS VIA
E-MAIL APPLICATIONS TO MPS: OR: AMRDEC SAFE: https://safe.apps.mil/
140.wg.hro.agr.office.org@us.af.mil ‘ 140.wg.hro.agr.office.org@us.af.mil
REMARKS

Federal law prohibits the use of government postage for submission of applications.
THE COLORADO NATIONAL GUARD IS AN EQUAL OPPORTUNITY EMPLOYER
All applicants will be protected under Title VI of the Civil Rights Act of 1964. Eligible applicants will be considered without regard to race, age, religion, marital status,
national origin, political affiliation or any other non-merit factor. Due to restrictions in assignment to certain units and AFSC/MOS some positions may have gender
restrictions.




