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2.1. Plans, designs, maintains, and operates information networks and cyberspace systems necessary
for operations.
2.2. Provides a broad range of cyber-related expertise key to successful warfighting operations in the
air, space, and cyberspace domains, to include the electromagnetic spectrum
2.3. Facilitates architectural and technical solutions to operational requirements; vets potential
solutions and advises commanders on associated risks and mitigation factors.
2.4. Directs the extension, employment, reconfiguration, adaptation and creation of portions of
cyberspace to assure mission success for commanders. This includes both deliberate and crisis action
scenarios.
2.5. Develops plans and policies, monitors operations, and advises commanders. Assists
commanders and performs staff functions related to this specialty.
2.6. Provides specific cyber-terrain-focused expertise to defensive cyberspace operators to enhance
their ability to defend that terrain.
2.7. Advocates for resources when existing resources are insufficient to prosecute assigned missions.
2.8. Develops Primary, Alternate, Contingency, and Emergency (PACE) communications plans to
support mission assurance. Manages operations with degraded capabilities while working to
reestablish primary ones.
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Interested applicants who meet the eligibility criteria listed in this announcement may apply by submitting the below listed documents to the
location below Complete applications must be received .

Cover Letter identifying the position you are applying for.
Civilian or Military Resume.
CURRENT Records Review RIP (available on vMPF via AF Portal).
CURRENT Points Credit Summary (available on vMPF via AF Portal).
CURRENT and PASSING Report of Individual Fitness (from )
Additional requirements:

**

If you have any questions on package submission please send an email If you have any position related 
questions please contact the selecting superv

Federal law prohibits the use of government postage for submission of applications.

All applicants will be protected under Title VI of the Civil Rights Act of 1964. Eligible applicants will be considered without regard to race, age, religion, marital status, 
national origin, political affiliation or any other non-merit factor. Due to restrictions in assignment to certain units and AFSC/MOS some positions may have gender

restrictions.

3.1. Knowledge. Mandatory knowledge includes information technology, wired and wireless telecommunications, computer networking, cloud architectures, electronics theory, information assurance,
data links management, spectrum operations, vulnerability assessment techniques, operating system environments, scripting, operational and tactical planning, and supervisory control and data
acquisition systems. Knowledge will include the military application of these technologies as well as industry best practices.
3.2. Education. Undergraduate or graduate education related to computer science, computer engineering, or information technology is desirable, but not required.
3.2.1. Prior service 3D, 1D7, 1B4, or 1N4XA commissioning Airmen, and equivalent career fields in other services, will be accepted into the career field regardless of undergraduate degree possessed.
3.3. Training. The following training is mandatory as indicated:
3.3.1. For award of AFSC 17D1XA/B, completion of IST Introduction to Cyber Fundamentals, Undergraduate Cyber Warfare Training (17XXX), and Warfighter Communications Officer Course
(17DXA/B).
3.4. Experience.
3.4.1. For upgrade to AFSCs 17D2X/3X, unit commander determines proficiency based on performance, experience and completion of minimum training requirements.
3.4.2. For award of 17DXYindividuals must have previously held 17DXX position.
3.5. Other.
3.5.1. For award and retention of this AFS, specialty requires routine access to Tier 5 (T5) information, systems or similar classified environments and completion of a current T5 Investigation IAW
DoDM 5200.02_AFMAN 16-1405, Air Force Personnel Security Program is mandatory. NOTE: Award of the entry level without a completed T5 Investigation is authorized provided an interim Top
Secret security clearance has been granted according to DoDM 5200.02_AFMAN 16 -1405.
3.5.2. Retention of these AFSCs may require favorable adjudication of counter-intelligence polygraph and/or favorable determination for access to sensitive compartmented information.
3.5.3. Members may be required to obtain and maintain a Flying Class III physical to qualify for specific positions within this AFS.

Last two EPBs/EPRs, Must hold a current Top Secret Security Clearance, Must be Worldwide Deployable, Must meet minimum
AFOQT scores (verbal composite: 15 / Quantitative Composite: 10)


