Colorado Air National Guard
Traditional

Position Announcement

COANG 17-012
http://co.ng.mil/JOBS/Pages/default.aspx

POSITION TITLE: AFSC: OPEN DATE: CLOSE DATE:
Cyber Systems Operations Section Chief 3D072 7-Nov-16 7-Dec-16
UNIT OF ACTIVITY/DUTY LOCATION: GRADE REQUIREMENT:
233 Space Communications Sauadron Minimum: EG  Maximum: E7
Greeley ANG Station, CO 80631 ) )
SELECTING SUPERVISOR: VACANCY PHYSICAL PROFILE: (Officer N/A)
MSgt Teets, Brian M. 0065422 PULHES — 333233 X Factor— H ASVAB - 64/54,60
AREAS OF CONSIDERATION
] Traditional ] Tech
[] |Current ANG members Nationwide (Military eligible for membership in the COANG)
[] |Enlisted Officer Commissioning Opportunity

*All applicants MUST meet the grade requirement and physical/medical requirements outlined*

DUTIES AND RESPONSIBILITIES

DUTIES and RESPONSIBILITIES:
This position is located at Greeley Air National Guard Station, Greeley CO. Its purpose is to provide leadership and guidance to the enlisted

force and support the missions of the 233SG and 233SCS with expert knowledge on all cyberspace operations at Greeley Air National Guard
Station (GANGS) to include Mobile Ground System (MGS) capability and Joint Incident Site Communications Capability (JISCC).

a. Maintain a high level of expertise in operation, repair, and employment of 233SG cyberspace systems.

b. Ensure proper cyberspace operations practices are followed in accordance with established regulations and technical orders to include;
safety, troubleshooting, repair, maintenance data collection, DIFM, ESD, COMSEC, INFOSEC and physical security procedures as they relate to
233SG missions.

c. Achieve and maintain an IAT level 1 certification in accordance with DOD 8570.

d. Serve as a senior enlisted leader in various positions employing and operating 233SG cyberspace systems.

e. Monitor enlisted development to include PME needs and promotion eligibility as well as AFSC specific development and formal schools;
submit promotion recommendations to the Cyber Systems Operations Flight Chief.

f. Promote health and welfare of personnel and report to the Cyber Systems Operations Flight Chief on issues effecting morale, quality of life,
workloads and duty performance.

g. Provide support and supervision of traditional, AGR and technician enlisted Air National Guard personnel.

h. Produce Airman Comprehensive Assessments and Enlisted Performance Reports for assigned personnel.

i. Monitor mission training, ancillary training, fitness, and readiness of flight personnel.

j. Participate in SNCO promotion review boards as directed.

k. Participate in and chair promotion boards, make recommendations to the Cyber Systems Operations Flight Chief on utilization of personnel.
|. Perform additional duties as assigned.

m. Failure to meet above expectations will be cause for removal and / or demotion.

n. Short Notice Title 10 Orders for Federal Operational Missions: As a condition of employment, incumbent may be required to be recalled to
Title 10 duty pursuant to 10 U.S. C.B. 12301 (d) for federal operational missions.

o. Irregular Schedule and TDYs: Incumbent may be required to work shifts, holidays, and weekends and regularly perform extended duty
periods away from home station and temporary duty (TDY) both in-state and out-of-state.



http://co.ng.mil/JOBS/Pages/default.aspx

DUTIES and RESPONSIBILITIES (Cont’d):

SPECIALTY QUALIFICATIONS:

a. Current 7 skill level in the 3DXXX AFSC.

b. Knowledge. The following specialized knowledge is mandatory for this position: Level 2 operations and maintenance of SIPRNet, NIPRNet, JWICS,
SPECTRE, SDIN, and MCN Enclaves; JISCC management and employment; VMware; Vindicator Intrusion Detection Systems; Microsoft Windows, Solaris,
Irix, Red Hat Enterprise Linux; space and missile organization; policy and doctrine; satellite and terrestrial communication systems; network fundamentals;
information security; technical order and Air Force policy directive familiarization; emergency war orders concepts; security and operations interfaces; space
surveillance and space warning systems.

c. Other: Maintain Top Secret clearance. Maintain fitness standards. Ability to perform duties as assigned.

d. Must meet a Position Selection Board before consideration for position.

e. Must have current passing fitness test before consideration for promotion.

f. Must meet a State Promotion Review Board before consideration for promotion.

APPLICATION PROCEDURES

Interested applicants who meet the eligibility criteria listed in this announcement may apply by submitting the below listed documents to the
location below. Complete applications must be received no later than 1600 or postmarked on or before the closing date. US government
postage paid envelopes or government facsimile machines (FAX) may NOT be used in submitting applications.

***Selecting officials have the right to hold package review boards prior to in-person interviews***
Incomplete packages will not be considered for the position vacancy

. Cover Letter identifying the position you are applying for.

. Civilian or Military Resume.

. CURRENT Records Review RIP (available on vVMPF via AF Portal).

. CURRENT Points Credit Summary (available on vVMPF via AF Portal).

. CURRENT and PASSING Report of Individual Fitness (from Air Force Fitness Management Systems (AFFMS)
. Additional requirements:

o O A WwN

Add any other documentation you want provided.
**SUBMIT NO STAPLES/NO BINDINGS**

QUESTIONS?
If you have any questions on package submission you may contact 720-847-9244/DSN 847-9244 or email at joycelynn.l.marquez.mil@mail.mil

If you have any position related questions please contact the selecting SUPErVIsor at g, ..o <o o pian o cots mi@mailmi

MAIL APPLICATIONS TO: DROP APPLICATIONS OFF AT:
140 FSS/FSMP, Attn: DSG Announcements Building 801, Room N-224

18860 E. Breckenridge Ave., Stop 65 E-MAIL APPLICATIONS TO:
Buckley AFB, CO 80011 joycelynn.l.marquez.mil@mail.mil and

usaf.co.140-wg.mbx.fss-fsmpm@mail.mil

REMARKS

Federal law prohibits the use of government postage for submission of applications.
THE COLORADO NATIONAL GUARD IS AN EQUAL OPPORTUNITY EMPLOYER
All applicants will be protected under Title VI of the Civil Rights Act of 1964. Eligible applicants will be considered without regard to race, age, religion, marital status,
national origin, political affiliation or any other non-merit factor. Due to restrictions in assignment to certain units and AFSC/MOS some positions may have gender
restrictions.



file://140wg-fs-01/Orgs/140%20FSS/MPS/1-Manpower%20and%20Personnel%20Flight%20(FSM)/Traditional%20Job%20Announcements/Forms_Checklist%20Templates/140wg.fssfsmpm@ang.af.mil
file://140wg-fs-01/Orgs/140%20FSS/MPS/1-Manpower%20and%20Personnel%20Flight%20(FSM)/Traditional%20Job%20Announcements/Forms_Checklist%20Templates/140wg.fssfsmpm@ang.af.mil
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	DUTIES and RESPONSIBILITIES: This position is located at Greeley Air National Guard Station, Greeley CO. Its purpose is to provide leadership and guidance to the enlisted force and support the missions of the 233SG and 233SCS with expert knowledge on all cyberspace operations at Greeley Air National Guard Station (GANGS) to include Mobile Ground System (MGS) capability and Joint Incident Site Communications Capability (JISCC).

a. Maintain a high level of expertise in operation, repair, and employment of 233SG cyberspace systems.

b. Ensure proper cyberspace operations practices are followed in accordance with established regulations and technical orders to include; safety, troubleshooting, repair, maintenance data collection, DIFM, ESD, COMSEC, INFOSEC and physical security procedures as they relate to 233SG missions.

c. Achieve and maintain an IAT level 1 certification in accordance with DOD 8570.  

d. Serve as a senior enlisted leader in various positions employing and operating 233SG cyberspace systems.

e. Monitor enlisted development to include PME needs and promotion eligibility as well as AFSC specific development and formal schools; submit promotion recommendations to the Cyber Systems Operations Flight Chief.

f. Promote health and welfare of personnel and report to the Cyber Systems Operations Flight Chief on issues effecting morale, quality of life, workloads and duty performance.

g. Provide support and supervision of traditional, AGR and technician enlisted Air National Guard personnel.

h. Produce Airman Comprehensive Assessments and Enlisted Performance Reports for assigned personnel.

i. Monitor mission training, ancillary training, fitness, and readiness of flight personnel.

j. Participate in SNCO promotion review boards as directed.

k. Participate in and chair promotion boards, make recommendations to the Cyber Systems Operations Flight Chief on utilization of personnel.

l. Perform additional duties as assigned.

m. Failure to meet above expectations will be cause for removal and / or demotion.

n. Short Notice Title 10 Orders for Federal Operational Missions: As a condition of employment, incumbent may be required to be recalled to Title 10 duty pursuant to 10 U.S. C.B. 12301 (d) for federal operational missions.
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b. Knowledge. The following specialized knowledge is mandatory for this position: Level 2 operations and maintenance of SIPRNet, NIPRNet, JWICS, SPECTRE, SDIN, and MCN Enclaves; JISCC management and employment; VMware; Vindicator Intrusion Detection Systems; Microsoft Windows, Solaris, Irix, Red Hat Enterprise Linux; space and missile organization; policy and doctrine; satellite and terrestrial communication systems; network fundamentals; information security; technical order and Air Force policy directive familiarization; emergency war orders concepts; security and operations interfaces; space surveillance and space warning systems.

c. Other: Maintain Top Secret clearance. Maintain fitness standards. Ability to perform duties as assigned.

d. Must meet a Position Selection Board before consideration for position.

e. Must have current passing fitness test before consideration for promotion.

f. Must meet a State Promotion Review Board before consideration for promotion.
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